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Abstract: Research on Human-Robot Interaction is increasing as system become widely available and reached a level 
that enables smooth interactions. Yet, many research projects act in a silo mentality, in regard of participatory, ethical, 
or legal matters of social robotics. Knowledge about specific challenges is not universal and has often to be transferred 
from non-robotic contexts. We present findings in the three dimensions: participatory design, ethics for social robots and 
legal aspects. We accompanied eight research projects on social robots in real-world scenarios for three years. During 
that time, we spoke, observed, and helped (where possible) the research projects. This gave us specific insights into their 
work. Our findings work in three dimensions. In participatory design we observed that the trust relationship to users is 
essential to gain truthful insights and that a mixed method approach is promising. Regarding ethical aspects, we could 
see that ethical matters should be answered early on. And in the legal dimensions we noticed that the GDPR regulations 
are a challenge that often requires the help of experts. This work is reflecting on the observation of eight projects and is 
collecting lessons learned to help future projects and to learn from previous work.     

Keywords: HRI, Human-Robot Interaction, Social Robot, Assistive Robots, Zoomorphic Robots, Ethic, Legal, 
Participatory Design, Wizard-of-Oz, long-term, Qualitative Methods, Quantitative Methods, GDPR, Research Project, 
Meta Research, MEESTAR, Living Lab, User-Centered Design 

1 Introduction 

As the scientific, technological, and social development of social robots has progressed, questions about the ethical, 
legal and social implications of their deployment have gained attention (Störzinger et al. 2019, Misselhorn 2018, Carros 
2019). Research regarding social robots is now an integral part of the human-computer interaction (HCI) landscape and 
social robots are increasingly being deployed in real-world settings.  

The GINA1 project worked on the described challenges and formed part of the funded framework "Robots for As-
sistance", which was supported by the federal ministry of education and research. GINA aimed to oversee and support 
exchange between eight different research projects, as well as use participatory methods to generalize and deepen the 
findings related to the design and development of ethical, user-friendly, and robust Human-Robot Interaction (HRI).  

Participatory design (Wagner 2018; Schuler and Namioka 1993) has become one of the standard approaches to 
project-based interaction research and is considered an essential part of uncovering the sociocultural environment of 
users, so that design concepts properly fit their needs. As its core is the idea that the development of technology should 
be done together with the people using the technology. However, user-acceptance and satisfaction in no way guarantees 
that technologies will cause no moral harm or be ethically sound. It has therefore been argued that separate ethical 
investigation should be undertaken as a central element in technology development (Misselhorn 2018; Wallach 2010; 
Floridi and Sanders 2004). At the same time, participatory design and ethical investigation will count for little if an 
innovative social robot is not allowed to be used due to a lack of legal conformity, with any breach potentially resulting 
in hefty fines.  This makes GDPR2 an essential consideration, not only for projects that intend to launch a ready-to-use 
product on the market, but also for those whose primary focus is research. Accordingly, legal assessment represents a 
critical component when developing robots within research projects. 

Each of the research projects overseen by GINA had its own specific challenges. These may, at first sight, appear 
unique. However, as will become clear, if one takes a cross-cutting perspective it is possible to identify several com-
monalities between the projects, which can be applied, in turn, to other research and development projects in this domain. 
We argue that the findings summarized and generalized in this paper can serve as useful lessons for a wide variety of 
applications in relation to ethics, law and the pursuit of participatory design. The relevant projects are summarized under 

―― 
1 GINA is the name of the funded project. In German it stands for: hochwertig Gestaltete INteraktionsstrategien für service- und 
Assistenzrobotik (English: High-quality DESIGN INteraction strategies for service and assistance robotics) 
2 General Data Protection Regulation 
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pseudonyms in Table 1, together with a description of the methodological approach each of them adopted. All the pro-
jects had a duration of 3 to 3.5 years and have now been completed.  

Table 1: Overview of Projects with their objectives and approach 

Pseudonym Project Objectives and Approach Domain 

P1 With the help of the robot Pepper, a new form of therapy for the development of socio-
emotional communication skills in autistic children was developed and tested. The pro-
ject made use of affective computing to facilitate automatic recognition of emotional 
markers in a child's voice, face and heart rate to underpin therapy scenarios where in-
teraction between the robot and child could be individually adapted.   
 

Therapy 

P2 The use of autonomous robotic systems designed to assist patients in various situa-
tions was investigated in rehabilitation clinics. Possible scenarios included transporting 
luggage or accompanying them to appointments. A stationary robotic arm was also 
developed that was intended to support staff when handling medical equipment. The 
overall aim was to build understanding and trust of robotics among patients and staff, 
so that it can better support all stakeholders in their everyday tasks and activities 
 

Clinic 

P3 In this project, a mobile robot was modified into a shopping assistant, so that it could 
support users searching for different products or in navigating through a supermarket. 
The robotic shopping assistant also had the capacity to shop autonomously. The over-
all goal was to implement and investigate different human-robot interactions for differ-
ent user expectations.   
 

Shopping 

P4 To relieve staff in nursing homes and support the residents in their everyday lives, a 
two-armed robot was developed and studied. In addition to serving and clearing ta-
bles, the robot was also intended to be able to offer drinks and snacks, as well as sup-
port users in shopping. 
 

Care home 

P5 The goal of this project was to develop a social robot that could create positive experi-
ences through lifelike interaction, so that the well-being of users could be improved. 
The robot was conceptualized as a roommate that could recognize the state of mind of 
a user and react accordingly and empathetically, so that an active dialogue between 
the robot and human could take place. 
 

Care home 

P6 Here, a mobile robotic arm was developed that could safely and intuitively hand over 
potentially dangerous objects to people with impaired vision, such as filled cups or 
knives. The robot was studied in a hospital context.   
 

Medical 

P7 The goal of this project was to develop generic interaction patterns for resident-robot 
interaction in the context of elderly care. These interaction patterns sought to be appli-
cable to three different types of robots, so that positive social experiences could be 
generated according to a user's needs profile through different types of activation. 
 

Care home 

P8 In this project, interaction strategies for service robots in private and public spaces were 
researched. For example, a cleaning robot cleaning the floors in public spaces was de-
signed to interact with passersby as needed and adapt its path accordingly. Possible 
interactions for a humanoid household robot were also investigated, with the goal being 
to support users in everyday tasks by serving as a cooperative and adaptive assistant. 

Public spaces 

 
From the above table, it can be seen, that the research projects were highly diverse with regard to their different 

approaches and objectives. The methodological focus of this paper is upon a qualitative reflexion of these research 
projects and what lessons they might offer regarding ethics, legal, and participation in the design process. As a part of 
the exercise, an exchange workshop was organized in which the participating partners were able to share and discuss 
how their principal findings and experiences related to these concerns. The participants were all experienced research 
staff employed in academia and actively involved in their respective research projects. Due to the COVID-19 pandemic, 
the workshop took place online via a collaborative platform.    
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In addition to the exchange workshop, semi-structured interviews were conducted with stakeholders in the various 

project partners. As with the workshop, the focus was upon the areas of ethics, participation, and law. In the following, 
we present and discuss how findings from the research projects speak to three dimensions: ethical, legal, and participa-
tory, each of which is covered in a separate section. The aim of this is to derive learnings from the projects, we therefore 
look at different methods in participatory design and how it influenced the projects, we continue with ethical aspects and 
how they implemented different concepts like MEESTAR and then look at legal aspects and how GDPR influenced the 
development of social robots. We conclude by summarizing the lessons learned in a table. Lessons that we learned while 
observing and discussing with the projects. 

 

2 Participatory Aspects 

Participatory design covers a wide range of topics and is applicable to many domains and subcategories. Its meth-
odological aspects include user involvement, the relationship between participants and researchers and the sustainable 
aspects of research undertakings. We summarize below relevant results and lessons learned relating to the application of 
participatory design in the projects. 

2.1 User Involvement 

Involving users is a core concern in participatory design and was uniformly pursued in all the projects. One particular 
challenge concerned the appropriate time to involve users in the participatory process. Two strategies emerged in this 
regard. First, some projects saw advantage in involving users in design decisions early on, as these could then be more 
easily adapted and improved upon, thereby avoiding fundamental changes later on, incurring enormous effort. However, 
not all projects saw it this way. So, a second group of projects argued that the distance between imagination and reality 
meant that early visions of prototypes lacked maturity and that the anticipations of users could lead to them building up 
unrealistic expectations. This marked out a difference between projects that had developed a social robot from scratch 
and projects that bought a ready-made system and reconfigured it to their needs, without changing the robot's fundamen-
tal design. For the latter, early user involvement was seen as useful for developing use cases, but not for developing 
more concrete elements. In addition, some argued that the involvement of users gave credibility to the development. 
Here, it was assumed that if users were involved right from the beginning this would ensure that the development process 
was user-driven, with the users becoming equal partners in the research and its outcomes. This was felt to increase the 
likelihood of developed systems being accepted, not only by the users directly involved, but other users as well, because 
this level of user-involvement could itself be treated as a way of marketing the system's viability. However, this argument 
needs independent quantitative verification. 

2.2 Methodological Aspects 

Participatory design is characterized by a use of mixed methods, according to the specific objectives to be attained 
(Schuler et al. 1993). Mixed methods (Kuckartz 2014; Tashakkori & Creswell 2007) implies using a mixture of qualita-
tive and quantitative studies. The choice of which approach to adopt first varied across the projects, though almost all 
used both somewhere along the way. The philosophical orientation of some projects was towards exploring the field 
quite broadly at first through quantitative research, with the needs for robot development being derived from large quan-
titative surveys. Others argued that the research field should first be uncovered and understood by qualitative methods. 
Both approaches are legitimate and just adhere to a different research paradigm. The choice of method primarily depends 
upon the topic of inquiry (Choy 2014; Tuli 2010). If the focus is on the appearance of a robot, it may be best to first 
design the robot and then conduct a representative quantitative study to find out, whether the design is acceptable. This 
was overtly the position of at least one project. Early use of qualitative methods when trying to establish an object of 
appearance can be problematic because the design is something new and intangible, with the play of possibilities limited 
by people's imaginations and potentially unclear. When it comes to the design of application scenarios, where the design 
is focused on the tasks the robot should fulfill, things are different.  Many studies focused on robotic systems have 
demonstrated that the development of applications with users through qualitative approaches can produce positive 
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outcomes (see, for instance, Carros et al. 2020 & 2022a & 2022b; Azenkot et al 2016; Šabanović et al. 2015). One of 
the downsides of qualitative studies is that only a small group is consulted and may only be representative of a small 
population. On the other hand, one of the downsides of quantitative studies is that respondents may not have understood 
the questionnaire correctly, so the framing of the questionnaire can be fateful for the results. Recurrent consultation of 
respondents within short time periods is also very costly. These arguments about the distinctions between qualitative 
versus quantitative research are, of course, not new, but they were replayed in the observed projects and had an impact 
upon the results obtained.  

 
Another qualitative approach adopted by two of the projects was Wizard-of-Oz techniques (Dahlbäck et al. 1993; 

Dow et al. 2005). The original goal, here, was to overcome technical limitations by making it appear to a user that they 
were dealing with an autonomous robotic system, while in the background a human being was controlling the system 
and what the robot said or did. The argument put forward, in this case, was that this method allowed the researchers to 
obtain a robot’s perspective and thereby grasp both its limitations and its possibilities. This particularly helped when 
implementing adaptations to a robot, by making their impact easier to understand, as the person controlling the robot 
was seeing immediate changes in the reaction and interaction of users. It also allowed the projects to better understand 
the role of the robot and adapt it accordingly. 

2.3 Trust Relationships 

Trust is an essential part of participatory design because the researchers depend on the honesty of the users. This 
makes the work of establishing a trustful relationship critical. The projects stated that earning the trust of the participants 
was one of the greatest challenges. Paradoxically, the results in projects with a qualitative focus were sometimes overly 
positive because the subjects did not dare to voice criticism out of politeness. This limited the scope for iterative im-
provements in the design. 

 
The relationship that evolved between the participants and the researchers over the course of these projects made it 

more likely the participants would express positive opinions. They didn't want to risk offending the researchers by crit-
icizing their work, so they sought to tell them what they thought they wanted to hear, rather than what they really thought 
of the design. This was not always the case but could be observed on different occasions when several parties were 
interviewed about the same interaction between a robot and a human. Care residents tended to state positive views of 
the interaction during interviews, while care workers put forward different views about what the residents liked and 
disliked. This was especially the case when the researchers were not choosing test subjects themselves and at random, 
but rather obliged to let host institutions, such as care homes, select the participants. This tended to drive participants to 
only reflect on the positive aspects of their experiences, while the negative ones were set aside. In qualitative research, 
the building of trust between researchers and their subjects is important. This ensures that the subjects are able to become 
accomplices in the development of robotic systems and that they are willing to accept this role. 

 
A full and honest relationship provides a foundation for making it clear that criticism is desirable, without social 

consequences, and that it will assist in improving the design. At the same time, however, it must be considered that the 
role of such accomplices should not be overstretched by asking too much of them. It is therefore important that, when 
doing things like conducting interviews with older users, they should be kept as short as possible, with straightforward 
expressions and, if possible, not only online, but also in person and in places that are familiar to them. Online formats 
have proven to be useful, but they can be difficult to handle for users who do not have much affinity with technology. It 
is also harder to build a trustful relation online, leading to skewed results (as explained above).  

 
In studies conducted with vulnerable groups, such as older people, variability in participation also must be accepted 

as par for the course. In the care settings, for instance, residents and care staff may temporarily or entirely drop out of a 
study for health or private reasons, in which case new arrangements will need to be made and fresh work devoted to 
create trustful relations to the new participants. In qualitative research this can result in new user groups putting forward 
completely different ideas and requirements. As qualitative research always works with small groups, it is not given that 
a newly recruited group will come to the same ideas and reactions towards the social robot. 
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2.4 Sustainable Development 

The sustainability of projects relates to the continuation of deployed developments and to how functioning devel-
opments are left after the initial research phase (in this context, the term ‘developments’ refers to research objects, so 
here it is about robots and the software developed for them during the research project).  One of the problems with 
research in real-world environments is that users become accustomed to developments and integrate them into their 
everyday practices. When the research project comes to an end, the developments often collapse because the necessary 
personnel and resources are no longer available. This is especially the case when a large part of the research is carried 
out by universities, where many research projects are only funded for a limited period of time. For an participatory design 
approach this is not always a good result, since the social robot was developed together and participants have been 
accustomed to the robot. It also stands in the way of future work, as participants might take it negatively that everything 
ended as soon as the funding of the research project finished.  

 
Within the projects we were observing, we noted two principal approaches to sustainability. For some, the project 

consortia had been formed in such a way as to ensure that the development was taken over by a commercial company at 
the end of the research project. Here, the consortia consisted of several partners with different backgrounds, some from 
research institutions, others from companies. The role of the company was usually, among other things, to further de-
velop and market the product after the research phase was completed. This approach provides a certain sustainability for 
users because, once a product is marketed, they will continue to have access to it on the open market. The second ap-
proach focused on publishing the results, so that external researchers and developers could benefit from the findings and 
take the work forward. For this, apart from published papers, the documentation of open-source approaches and the 
creation of long-term repositories can help to underpin sustainability. Public relations via social media and individual 
websites can also play a role here.  We found that both tended to be used in tandem. Publishing is usually a requirement 
for research projects; bringing the product to the market is in the interest of the companies that are involved.  

 
All projects evinced an interest in sustainability. Especially once they had worked intensively with end-users. How-

ever, not all were equally able to maintain it because it often depended on business decisions outside of their control. 
The problem for the research projects was that the developments need to become regular products in order to ensure that 
it becomes permanently available to end-users. Offering products is mostly not possible for research institutes, compa-
nies have to offer these products. Companies were included in the research projects, but not all of them decided to create 
products out of the research. 

2.5 Lessons Learned and Possible Measures 

Taken together, our results suggest a few lessons that can be instructive for future activities in the field of participa-
tory design for Human-Robot Interaction. The lessons are based upon the results but are interpreted more broadly to 
ensure their generalizability. They indicate that the development of social robots requires a holistic approach with a 
strong focus upon end-user participation.  The lessons are presented in the following table 2.  

Table 2: Lessons Learned on Participatory Design 

Leasons Learned Description Possible Measures 

Qualitative user research 
is suitable for application 
development. 

Qualitative studies provide the appropriate level of detail to 
understand the complex interaction between humans and 
robots. By building on these, robot development can be un-
dertaken in a sensitive and nuanced way.  
 

Incorporate qualitative approaches 
throughout the research process. 

Use Wizard-of-Oz ap-
proaches to understand a 
robot's potential role. 

Wizard-of-Oz approaches help researchers grasp a robot's 
perspective and the role it might play. By controlling a robot, 
they can acquire a deeper understanding of how it interacts 
with people. 
 

See Wizard-of-Oz approaches not 
only as a simulation method, but also 
as a resource for understanding Hu-
man-Robot Interaction. 

Develop trust relation-
ships with participants. 

In participatory design, study participants need to be as 
open as possible with researchers, so that the feedback is 

Fully communicate planned activities 
early on and verify how stakeholders 
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Leasons Learned Description Possible Measures 

 frank and honest. This makes improvements based on the 
feedback more robust. As research regarding social robots 
often takes place in relatively sensitive domains, developing 
trust relationships can be especially important.   
 

will be involved, so that replacements 
can be found if any of them are likely 
to be absent. 

Think about sustainability 
from the outset. 

The sustainable integration of a developed product can be 
difficult for universities to implement. After a project has run 
its course, participants often no longer have access to de-
veloped products because they are no longer available on 
the market. 

Before a project begins, clarify how its 
outcomes will be maintained and who 
holds rights to future development. 

3 Ethical Aspects 

Ethical concerns range from anticipating and preventing moral harm (for example violations of the autonomy of 
users) to ensuring that an envisioned robot will genuinely contribute to the lives of users. Different projects tackle these 
issues in different ways. Some involve consortium partners who are specialized in ethics/moral philosophy and who are 
able to review the ethical aspects of prospective developments independently before they are implemented.  

In the projects we observed, most of them tended to have recurrent ethics workshops, but without there being a 
consortium partner with an ethical background and who deals exclusively with ethical issues in the project. When con-
ducting such workshops, it is highly common to use the MEESTAR workshop model.  (Manzeschke et al. 2013). We 
also found that some projects drew upon external experts for this task, while others made use of internal resources. Apart 
from using MEESTAR as a framework for dealing with ethical questions, most projects also undertook the following 
activities as part of their 'ethics toolbox': expert interviews; the creation of user journeys; and structured exchange be-
tween project partners and potential users and stakeholders. The latter could involve (online) surveys, qualitative inter-
views, living labs and/or user testing. 

3.1 Ethical Methods Used 

When asked (in the exchange workshop as well as in the semi-structured interviews) about the extent to which the 
methods the projects used to tackle ethical aspects were helpful or profitable and what lessons could be drawn from the 
experience, the following picture emerged: 

Successful ethical analysis was strongly associated with the degree to which potential users and stakeholders were 
involved early on. Most projects felt it was essential to involve as many partners as possible from the outset, so that they 
could cultivate feedback and, where necessary, iteratively adapt their envisaged solutions. 

A vital factor influencing the successful handling of ethical aspects was seen to be the timing and scheduling of 
relevant activities. The projects felt that ethical aspects – as with all ethical, social, and legal implications (ELSI) – should 
be addressed as early as possible because technological or functional changes became harder and more expensive to 
tackle later on. It was even suggested that an ethical evaluation, together with assessment of a project’s overall ethical 
orientation, should be undertaken before project start. This should involve answering questions like: “What is the overall 
goal of this technical solution or product we are about to develop?” or “How and why is this solution beneficial for the 
users and society in general?”.  

The projects also highlighted the importance of assigning a dedicated ethics work package in the project plan, with 
all of the relevant procedures, timelines and responsibilities properly identified. It was therefore suggested that ethics 
should remain an essential part of the application process for the funding of technological development projects. It was 
also argued that incorporating ethics experts in a project team should be standard practice. There was a general agreement 
that more time, attention, and responsibility should be assigned to the handling of ethical matters. Apart from this, it was 
pointed out that ethics itself lacks established and agreed-upon methods that might be systematically applied and that 
there was an urgent need to develop standardized ethics procedures. 
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3.2 Lessons Learned and Possible Measures 

Before going on to list the overall lessons learned relating to ethics, it is worth examining more closely two of the 
points that arose during our analysis. One concerns the understanding of ethics partly expressed by the projects, the other 
concerns the suggested need for standardized methods. In our opinion, both lead to the same conclusion. 
 
First, some of the projects saw engaging with users as a way of addressing the need for ethical input. Even if it is 
problematic prima facie for a technical solution to be directed against the well-being of users, a mere survey of user 
satisfaction cannot replace ethical reflection. Ethics is based on general principles that require continual self-reflection 
and decisions cannot be legitimized solely based on user satisfaction. So, in addition to ensuring the well-being of users, 
we also advocate more general reflection upon the ethical values, moral principles and social acceptability attaching to 
specific activities and proposed solutions. 

 
Secondly, when it comes to the perceived need for a standardized method, although this is understandable, as is the 
associated desire for ethical guidance, it is in tension with notion of ethics itself. For a start, ethical challenges and 
opportunities vary greatly depending on the proposed technical developments, making it essential that they be evaluated 
individually. In addition, ethical evaluation is about making reasoned and justifiable decisions. Reasoned and justifiable 
decisions cannot be made by working through a checklist or a standardized procedure; they require argumentative judg-
ment and qualitative analysis tailored to each specific case. The main issue concerns the application of general ethical 
principles and values to the specific situation and the making of reasoned trade-offs. 
 
This underscores the need for cooperation with dedicated ethics partners, such as trained ethicists or philosophers. 
Such parties can deal with ethical aspects and be relied upon to use their expertise and methodological knowledge 
to make ethical effective considerations in consultation with the project team. There are important ethical aspects 
that cannot be identified simply by using user acceptance testing and basic assessments of ethical acceptability. 
Trained ethicists know best how to facilitate reflection on project objectives and the overall justifiability of envisioned 
products, thus adding another critical layer of evaluation. 

 

Table 3: Lessons Learned on Ethical Aspects 

Leasons Learned Description Possible Measures 

Engage in consideration 
of ethics early on. 

Addressing ethical issues at an early stage (preferably when 
applying for funding) ensures that potential moral harm can 
be averted and that the project can make a meaningful con-
tribution to people's quality of life. 
 

Undertake ethics workshops at the 
application stage, asking questions 
about the meaning and purpose of 
proposed developments, well as their 
moral implications. 
 

Treat ethics as a separate 
work package. 

Dealing with ethical aspects needs time and resources. Not 
only should each project partner have work packages dedi-
cated to this in their work plan, but one partner should also 
take lead responsibility for their realization. 
 

Establish clear responsibilities and 
work packages for ethics. 

Involve user groups and 
stakeholders as soon as 
possible 
 

Ethical evaluation also needs to take into account how users 
feel about a proposed product. As user consultation may ne-
cessitate changes of direction, their early involvement is to 
be strongly advised. 
 

Apply participatory methods at an 
early stage. 

Ethics is not just about 
well-being. 

Ethics goes beyond focusing on the well-being of potential 
users. It must also involve making justifiable and reasoned 
decisions that are based on justified principles. 

Use ethics experts to facilitate joint 
reflection and accept their guidance. 

 



8 

4 Legal Aspects 

With the introduction of the new GDPR, rules have been laid down on how, for example, data relating to test par-
ticipants must be handled, so that they are adequately protected from third parties. This has resulted in considerable 
additional effort for researchers and represents a particular challenge for the design of participatory studies. Regarding 
the participant documents, data protection is seen as a very complex issue that goes beyond any current research interests. 
External advice from data protection experts is therefore required and this can involve significant extra expense.  

4.1 Early Familiarization with Data Protection 

For the design of technology and its use to be compliant research projects must adhere to GDPR regulations, as soon 
as sensitive user data (e.g., health data) is evaluated.  

Some of the projects had a legal expert that they could contact, with questions regarding GDPR in either their 
consortium or in their associated companies or universities. They were able to contact these people on a regular basis 
and therefore, had no problems with consent, complying with privacy by design requirements and the use of robot speech 
recognition, or creating the inventory of their processing activities. Projects that were able to use existing templates or 
draw upon experience from previous projects also had less trouble with consent, establishing records of processing 
activities, or in establishing technical and organizational measures.  

However, there were also projects that did not have a direct contact person or did not realize until too late that they 
had such a contact person. In these projects, the designated persons had to deal with the topic for the first time. If the 
person responsible for data privacy must first familiarize himself or herself with the subject area, he or she may not be 
able to correctly estimate the scope of the work to be performed in the context of data privacy. For instance: One project 
did not consider who else might be interested in the data when obtaining consent, which made it impossible for collab-
orating partners to use the data collected. A new data collection with newly formulated declarations of consent had to be 
carried out, which in turn led to a loss of time. Another project had problems with consent for a study. The consent only 
covered audio but not video recordings, which meant that the videos could not be used to evaluate the study, as it is not 
possible to obtain consent retrospectively. If a corresponding study, then must be conducted again, significant time 
problems arise. Time problems also arise, if, for example, processing times are not considered in the data protection 
concept (one project had found that, amongst other things, the pixilation of videos could take an unexpectedly long time).  

The correctly estimate of the work and the fact that potential difficulties in the context of data protection are not 
recognized as such can lead to problems: For instance, one project indicated that person recognition might have been 
implemented via RFID chips instead of biometric recognition if it had been known earlier that the GDPR-compliant 
identification of persons could be a problem. A second project indicated that a learning system or database for voice 
control could have been realized through real-time processing if it had been known early on that there could be GDPR 
complications with the voice control that was initially planned. Also, people who are not familiar with the subject some-
times do not take important details into account or simply overlook them. For instance: Amongst the projects we were 
observing, not all of them were aware that a register of their processing activities had to be created in accordance with 
GDPR Article 30. It was also sometimes necessary to clarify when consent needed to be obtained and at what time 
certain kinds of data must be deleted.  Another project was unclear about what personal data actually is, when information 
regarding Articles 13 and 14 of the GDPR must be provided, and what this information actually is. 

 
If the person responsible still has to familiarize himself with the topic of data protection, it is possible that problems are 
not recognized at all or are recognized too late. If they are identified too late, there may not be time to find or implement 
alternatives. Further, legal questions within the consortium might not be answered competently and, more importantly, 
in a timely manner, so that delays can occur more frequently. 

Overall, our observations of the various projects suggested that GDPR concepts should be directly addressed at the 
start of a project and then regularly adapted throughout its course. All too often, it is still assumed that a simple declara-
tion formulated at the end of a project is sufficient to meet the requirements of GDPR. A rude awakening then comes 
when technicians inform the consortium that the corresponding requirements (for example deletion regulations) can only 
be implemented with an enormous expenditure of time and that, had these requirements been considered earlier, they 
could have been implemented much more easily. Therefore, a responsible person who is familiar with GDPR require-
ments should be on board right from the start. If such a person must first become familiar with the subject area, this has 
a negative effect on the timeline involved in moving from concept to design.  
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4.2 Handling GDPR-based insecurities 

The projects dealt with legal ambiguities in a large variety of different ways. One project had an expert in the 
consortium who recommended avoiding anything critical. This is also the approach that most projects (six out of eight) 
have taken once they have faced difficulties: In one project, the initial goal was to distinguish groups of people by using 
cameras. The idea was that, when the robot approached people, it would be able to differentiate whether they were 
children, handicapped people, elderly, etc. This would then guide the distance the robot maintained from them. However, 
there was a concern that this kind of differentiation might not be GDPR-compliant (i.e., amounting to the collection of 
biometric data). It was therefore decided that this functionality should not be implemented. Another project decided that 
patient identification could not be implemented because of the principle of data minimization outlined in GDPR Article 
5. Also, the recognition of visitors is a robot function that was not implemented by one project due to GDPR require-
ments. Personalized voice output, such as "Hello Dave, how was your surgery yesterday?", was also not implemented 
because of the sensitive data required for this. An initial plan to capture camera recordings in a patient's room was 
mentioned as another robot function that was set aside because of the GDPR. Another project stated that a permanently 
active camera was not implemented. A learning system and an internet connection for the robot were also not imple-
mented due to GDPR requirements by another project. One project even subcontracted the legal considerations to a 
lawyer, who advised them to have the courage to try something new, as court proceedings would probably be unavoid-
able anyway when working in such an innovative domain.  

Another way to deal with GDPR-based insecurities is to look for alternative functions of the robot:  After a project 
decided against the implementation of biometric recognition of people due to GDPR requirements reassessment of the 
use case made it clear that it would be sufficient to recognize people by their clothing instead of biometric data. Another 
project stated that the robot, which is also supposed to go shopping for users, cannot bring the ordered goods to the 
ordering person as initially planned due to the GDPR requirements. As an alternative, the robot now brings the goods to 
the place where the order was placed. Also, due to GDPR requirements, the order is not saved as an audio file, but only 
as a text file, made possible by the use of speech-to-text. 

With the benefit of having had an overview of all the projects, we would recommend proceeding in a way that will 
not cost as much as a lawsuit, while still avoiding having to discard ideas. Our suggestion is to seek help from public 
bodies such as supervisory authorities at an early stage. If the supervisory authority gives the green light, the project can 
go ahead without changes. If not, there is still a chance that the supervisory authority will give guidance regarding what 
adjustments are necessary for an implementation to proceed. If the response from the supervisory authority is wholly 
negative or not likely to be received soon enough, other approaches (such as finding alternative functions for the robot) 
can still be considered. 

4.3 Lessons Learned and Possible Measures 

In the following table, we present some overall lessons learned from across the eight projects that may be helpful 
for future projects when dealing with GDPR considerations in the social robotics domain. We also give some possible 
measures that might be undertaken to address the issues raised. 
 

Table 4: Lessons Learned on Legal Aspects 

Leasons Learned Description Possible Measures 

Think about GDPR from 
the start 

Early processing of potential GDPR requirements (prefera-
bly in the application phase) helps to ensure that decisions 
do not have to be reversed and that targeted development 
can be undertaken from the start.  
 

Involve legal partners in the applica-
tion phase and requirements analysis.   

Allow time for data protec-
tion requirements to be 
properly met. 

Concepts associated with data protection can be time-con-
suming and require expertise to be properly realized. If this 
is not taken into account at the outset, additional expenses 
may be incurred. 
 

Allow dedicated person-months to 
cover the handling of data protection 
concepts 
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Leasons Learned Description Possible Measures 

Data protection concepts 
should clarify whether the 
data will be used for fur-
ther research or coopera-
tion partners so that ap-
propriate precautions can 
be taken. 

If a partner is interested in using collected data later on, ob-
taining further consent can be complex and is not always 
possible, necessitating a new round of consent and data col-
lection. It is important to know from the beginning who might 
be interested and to build this into the process. 

Plan for potential extended data use 
and canvass partners for any pro-
spective interest early on. 

5 Conclusion 

This paper has presented an investigation of the participatory design, ethical and legal  aspects of eight different 
social robot development projects. We have explicated the lessons learned for these categories regarding particularly 
significant issues that arose and have looked at what measures might be undertaken to handle them. These lessons can 
also serve as guidelines for future projects in the context of robot development. The paper has uncovered the following 
take home messages for robot development projects:  

With regard to participatory design, a common feature of the projects was a desire for sustainability, such that the 
work undertaken could be continued for those who participated in the development. This also feeds into the relationships 
that need to be built with study subjects, so that a basis of trust can be established. In some cases, the same participants 
have worked for years to facilitate robotics research, so, having a development stop before the product is ready is unsat-
isfactory for both users and researchers. At present, innovations may not be available to participants even when research 
goals have been achieved.    

From an ethical perspective, consideration of the ethical implications of a development needs to start as early as 
possible. This is best encompassed within a clearly defined work package with assigned responsibilities. It also helps 
significantly if there is a competent ethics partner in the consortium. It also needs to be remembered that, while partici-
patory approaches might be an essential part of ethical evaluation, they cannot be a substitute for broader ethical reflec-
tion. 

In relation to legal matters, early consideration of GDPR requirements is essential, including the identification of a 
suitable contact person for questions regarding GDPR. GDPR concepts relevant to a project need to be considered from 
the outset. This includes assessing whether cooperating partners might have an additional interest in collected data, so 
that this can feature as a part of the consent process. If doubts remain regarding the interpretation of individual GDPR 
requirements, the first step should be to try to obtain feedback from supervisory authorities, rather than risking long legal 
disputes or giving up on potentially valuable planned robot functionality.  

In summary, rigorous research in real world environments underlies difficulties. Participating parties can change 
(e.g., care homes), new hurdles can emerge (e.g., GDPR), and framing conditions can be subject to upheaval (e.g., 
COVID-19). This makes it important that research projects retain some flexibility. However, potential disruptions cannot 
be easily anticipated in project proposals and incorporated into work packages. It may therefore be necessary to build in 
buffer periods that allow for setbacks or unexpected challenges.   

One final consideration to raise is that many challenges are cross-project challenges, rather than issues that concern 
just one single project. Research in Human-Robot Interaction underlies specific challenges, as robots are less flexible 
than software and users often have specific assumptions of the abilities of robots, in addition, as it is an emerging tech-
nology ethical and legal aspects are not common knowledge, many problems have been addressed already but not openly 
enough be discussed within the research community. Adopting a silo mentality between competing project consortia is 
therefore not always wise. In this respect, a greater level of open science and sharing between projects is clearly desirable, 
so that the same problems do not have to be solved again and again by different parties.   
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